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THE COMPLIANCE PERILS OF SOCIAL NETWORKING

 

 
 
 
 
 
 

  

 



 

Introduction 

What is Social Networking? 

Social networking web sites have the potential to communicate information 

about your investment advisory business to the general public. Given the rapidly 

changing nature of technology, it is difficult to provide an all-encompassing 

definition of what constitutes “social media”. For purposes of this training 

material, social media includes blogs, personal web pages, chat rooms, online 

forums, message boards, wikis, podcasts or any other type online publication or 

presence that allows end users to engage in multi-directional conversations in or 

around the content on the site.  The terms “social media,” “social media sites,” 

and “social networking site” are often used interchangeably. 

A non-exclusive list of social media sites includes, Facebook, MySpace, Twitter, 

LinkedIn, Ryze, YouTube, Pinterest, FourSquare, Wordpress, Blogger, Blogspot, 

Blogster, Open Diary, Yelp, Flixter, Squidoo, Ecademy, Focus, YorZ, Xing, Care2, 

Gather, Ziggs, Networking for Professionals or any other similar social 

networking site. 

Compliance Issues  

What Areas of Compliance are Affected by Social Media 

The use of social media by an advisory firm and/or its supervised persons directly 

implicate the following areas of compliance: 

• Supervision 

• Marketing and Advertising  

• Recordkeeping 

• Privacy/Information Security 
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Accordingly, all supervised persons should familiarize themselves not only with 

those sections of their advisory firm’s compliance policies and procedures manual 

that directly address social media, but also those sections that address those 

compliance areas referenced above.  

Supervision  

Any communication on an employee’s publically available social networking web 

site about your advisory firm is considered an advertisement. Because the Adviser 

Act’s prohibitions on advertising apply to electronic communications, advisers 

are ultimately responsible for communications about their advisory firm posted 

by their employees. Social networking sites are notoriously difficult to supervise. 

As most advisors already have a policy that requires pre-approval of any 

advertising, employee postings on such sites would create a de facto violation of 

the firm’s own policies and procedures in addition to any Adviser Act violations.  

Marketing  

Social media is considered marketing and therefore, is subject to the 

requirements and prohibitions set forth in Advisers Act Rule 206(4)-1 (the 

“Advertising Rule”). Therefore, any content published on a social media network 

should not contain any of the following, which are prohibited by the Advertising 

Rule:  

 No testimonials pertaining to the advisory firm or concerning any advice, 

analysis, report or service provided by the adviser (see discussion below).  

 No past specific recommendations that were or would have been 

profitable (unless all the other elements required by the Advisers Act Rule 

206(4)-1 are satisfied).  

 No graphs, charts, formulas or other forums that claim to assist a reader 

in determining which securities to buy or sell or when to buy or sell them, 

without disclosing the limitations and difficulties with respect to its use.  
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 No claim that report, analysis or other service will be provided free unless 

it actually is.  

Testimonials  

Rule 206(4)-1(a) under the Advisers Act states that “It shall constitute a 

fraudulent, deceptive, or manipulative act, practice, or course of business within 

the meaning of section 206(4) of the Act for any investment adviser registered or 

required to be registered under section 203 of the Act, directly or indirectly, to 

publish, circulate, or distribute any advertisement: (1) Which refers, directly or 

indirectly, to any testimonial of any kind concerning the investment adviser or 

concerning any advice, analysis, report or other service rendered by such 

investment adviser . . .” Testimonials on an employee’s LinkedIn public profile 

would be a clear violation of this prohibition.  

Whether a third-party statement is a testimonial depends upon all of the facts 

and circumstances relating to the statement. The term “testimonial” is not 

defined in Rule 206(4)-1(a)(1), but SEC staff consistently interprets that term to 

include a statement of a client's experience with, or endorsement of, an 

investment adviser. Therefore, depending on the facts and circumstances, the use 

of “social plug-ins” such as the “like” button could be a testimonial under the 

Advisers Act. Third-party use of the “like” feature on an investment adviser’s 

social media site could be deemed to be a testimonial if it is an explicit or implicit 

statement of a client's or clients' experience with an investment adviser or IAR. If, 

for example, the public is invited to “like” an IAR’s biography posted on a social 

media site, that election could be viewed as a type of testimonial prohibited by 

rule 206(4)1(a)(1).  

Recordkeeping  

Advisers Act Rule 204-2 (the “Books and Records Rule) sets forth the 

recordkeeping obligations of registered investment advisers. The recordkeeping 

obligation does not differentiate between various media, including paper and 
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electronic communications, such as e-mails, instant messages and other Internet 

communications that relate to the advisers’ recommendations or advice. Advisory 

firms that communicate through social media must retain records of those 

communications if they contain information that satisfies an investment adviser’s 

recordkeeping obligations pursuant to the Books and Records Rule.  

Privacy/Information Security  

Supervised persons must be proactive to ensure that no sensitive, confidential or 

other proprietary information about a client or the advisory firm is ever posted to 

a social media site.  In addition, all supervised persons must be aware that 

protecting information and information systems from unauthorized access, use, 

disclosure, disruption, modification, perusal, inspection, recording or destruction 

is an important factor in the use of social media. Although hacking and other 

breaches of information security can be posed in multiple ways, use of social 

media, especially third party social media sites, may pose elevated risks 

Compliance Actions  

It is advisable for investment advisers to revise their compliance manual to 

incorporate policies and  procedures regarding the use of social networking web 

sites by its employees. Investment advisers  have three options:  

1. Allow employees to post information about the advisory firm, but require 

pre-approval for all  such postings (this is the least desirable option as it is 

a supervisory nightmare);  

2. A limited prohibition against allowing any information to be posted to the 

public profile portion  of any social networking web site; or  

3. An absolute prohibition against employees communicating any 

information about the advisory  firm (other than the name of their 

employer) on a social networking web site.  
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While some advisers may opt for an absolute ban on employees having any 

presence on a social  networking web site, we are not sure of the constitutionality 

of that course of action. Even asking  employees to disclose all social networking 

web sites where they maintain a presence might be  problematic. Investment 

Advisers must be sensitive to the fact that employees often have a legitimate  

concern about disclosing their presence on social networking (or any other) web 

sites that might be  seen as “controversial” by an employer. This would be 

especially true with web sites dealing with  religion, politics or sexual orientation. 

However, investment advisers should make all employees  aware that posting any 

information about their advisory firm on a social networking web site is  

advertising and, as such, is subject to SEC prohibitions and firm policies and 

procedures. An advisory  firm should also require that all employees – not just 

supervised or access persons – attest to the fact  that they are in compliance with 

the firm’s rules regarding advertising and electronic communications.  The Chief 

Compliance Officer should also periodically visit the more common social 

networking web  sites to ensure that there is no violation of the either Rule 

206(4)-1 or the firm’s own policies and procedures.   
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